Towards Real-world X-ray Security Inspection: A High-Quality Benchmark And
Lateral Inhibition Module For Prohibited Items Detection
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Abstract

Prohibited items detection in X-ray images often plays
an important role in protecting public safety, which often
deals with color-monotonous and luster-insufficient objects,
resulting in unsatisfactory performance. Till now, there
have been rare studies touching this topic due to the lack
of specialized high-quality datasets. In this work, we first
present a High-quality X-ray (HiXray) security inspection
image dataset, which contains 102,928 common prohibited
items of 8 categories. It is the largest dataset of high qual-
ity for prohibited items detection, gathered from the real-
world airport security inspection and annotated by profes-
sional security inspectors. Besides, for accurate prohibited
item detection, we further propose the Lateral Inhibition
Module (LIM) inspired by the fact that humans recognize
these items by ignoring irrelevant information and focusing
on identifiable characteristics, especially when objects are
overlapped with each other. Specifically, LIM, the elabo-
rately designed flexible additional module, suppresses the
noisy information flowing maximumly by the Bidirectional
Propagation (BP) module and activates the most identifi-
able charismatic, boundary, from four directions by Bound-
ary Activation (BA) module. We evaluate our method exten-
sively on HiXray and OPIXray and the results demonstrate
that it outperforms SOTA detection methods.'

1. Introduction

As the density if the crowd density increases in public
transportation hubs, security inspection has become more
and more important in protecting public safety. X-ray scan-
ners, which are adopted usually to scan the luggage and
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Figure 1. Nature and X-ray images of the 8 categories of common
prohibited items in HiXray. These prohibited items usually con-
tain lithium battery, liquid, lighter, efc.

generate the complex X-ray images, play an important role
in security inspection scenario. However, security inspec-
tors struggle to accurately detect the prohibited items after
a long time highly-concentrating work, which may cause
severe danger to the public. Therefore, it is imperative to
develop a rapid, accurate and automatic detection method.

Fortunately, the innovation of deep learning [27, 28,
38, 18, 43, 16], especially the convolutional neural net-
work, makes it possible to accomplish this goal by trans-
ferring it into object detection task in computer vision
[15, 26, 42, 11]. However, different from traditional detec-
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tion tasks, in this scenario, items within a luggage are ran-
domly overlapped where most areas of objects are occluded
resulting in heavy noise in X-ray images. Thus, this charac-
teristic leads to strong requirement of high-quality datasets
and models with satisfactory performance for this task.

Regarding dataset, to the best of our knowledge, there
are only three released X-ray benchmarks, namely GDXray
[23], SIXray [25] and OPIXray [40]. Both GDXray and
SIXray are constructed for classification task and the im-
ages of OPIXray are synthetic. Besides, the categories and
quantities of labeled instances in the three datasets are far
from meeting the requirements in real-world applications.
We make a detailed comparison in Table 1. Regarding
models, traditional CNN-based models [41, 7, 29] trained
through common detection datasets fail to achieve satis-
factory performance in this scenario because that different
from natural images [5, 33] with simple visual information,
X-ray images [36, 24, 22] are characterized by the lack-
ing of strong identification properties and containing heavy
noises. This urgently requires researchers to make break-
throughs in both datasets and models.

To address the above drawbacks, in this work, we con-
tribute the largest high-quality dataset for prohibited items
detection in X-ray images, named High-quality X-ray
(HiXray) dataset, which contains 102,928 common labeled
instances of 8 categories, such as lithium battery, liquid, ezc.
All of these images are gathered from real-world daily se-
curity inspections in an international airport. Thus, The cat-
egories, quantities and locations of prohibited items are in
line with the data distribution in real-world scenarios. Be-
sides, each instance is manually annotated by professional
inspectors from the international airport, guaranteeing the
accurate annotations. In addition, our HiXray dataset can
serve the evaluation of various detection tasks including
small, occluded object detection, efc.

For accurate prohibited items detection, we present the
Lateral Inhibition Module (LIM), which is inspired by the
fact that humans recognize these items by ignoring irrel-
evant information and focusing on identifiable character-
istics, especially when objects are overlapped with each
other. LIM consists of two core sub-modules, namely Bidi-
rectional Propagation (BP) and Boundary Activation (BA).
BP filters the noise information to suppress the influence
from the neighbor regions to the object regions and BA ac-
tivates the boundary information as the identification prop-
erty, respectively. Specifically, BP eliminates noises adap-
tively through the bidirectional information flowing across
layers and BA captures the boundary from four directions
inside each layer and aggregates them into a whole outline.

HiXray dataset and LIM model provide a new and rea-
sonable evaluation benchmark for the community, and helps
make a wider breadth of real-world applications. The main
contributions of this work are as follows:

e We present the largest high-quality dataset named
HiXray for X-ray prohibited items detection, provid-
ing a new and reasonable evaluation benchmark for the
community. We hope that contributing this dataset can
promote the development of this issue.

* We propose the LIM model, which exploits the lateral
inhibition mechanism to improve the detecting abil-
ity for accurate prohibited items detection, inspired
by the intimate relationship between deep neural net-
works and biological neural networks.

* We evaluate LIM on the HiXray and OPIXray datasets
and the results show that LIM can not only be versa-
tile to SOTA detection methods but also improve the
performance of them.

2. Related Work

Prohibited Items Detection in X-ray Images. X-
ray imaging offers powerful ability in many tasks such as
medical image analysis [9, 4, 21] and security inspection
[25, 12]. As a matter of fact, obtaining X-ray images is dif-
ficult, so rare studies touch security inspection in computer
vision due to the lack of specialized high-quality datasets.

Several recent efforts [1, 23, 2, 25, 19, 40] have been de-
voted to constructing such datasets. A released benchmark,
GDXray [23] contains 19,407 gray-scale images, part of
which contain three categories of prohibited items includ-
ing gun, shuriken and razor blade. SIXray [25] is a large-
scale X-ray dataset which is about 100 times larger than
the GDXray dataset but the positive samples are less than
1% to mimic a similar testing environment and the labels
are annotated for classification. Recently, [40] proposed the
OPIXray dataset, containing 8,885 X-ray images of 5 cat-
egories of cutters. The images of OPIXray dataset are ar-
tificial synthetic. Other relevant works [1, 2, 19] have not
made their data available to download.

Object Detection. In computer vision area, object de-
tection is one of important tasks, which underpins a few
instance-level recognition tasks and many downstream ap-
plications. Here we review some works that is the closest to
ours. Most of the CNN-based methods can be summarized
into two general approaches: one-stage detectors and two-
stage detectors. Recently one-stage methods have gained
much attention over two-stage approaches due to their sim-
pler design and competitive performance. SSD [20] dis-
cretizes the output space of bounding boxes into a set of de-
fault boxes over different aspect ratios and scales. YOLO
[30, 31, 32, 3, 14] is the collection of a series of well-
known methods, which values both real-time and accuracy
among one-stage detection algorithms. Moreover, FCOS
[35] proposes a fully convolutional one-stage object detec-
tor to solve object detection in a per-pixel prediction fash-
ion, analogue to other dense prediction problems.
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